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Policy Statement of Data Security and
Privacy Protection of China International
Capital Corporation Limited
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China International Capital Corporation Limited (“CICC” or
the “Company”) is committed to the mission of “Chinese roots
and international reach”, and strives to provide high-quality,
value-added financial services to a diversified client base, with
the goal of becoming a first-class investment bank with
international competitiveness.
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Amid the accelerating evolution of digital transformation,
the Company places high importance on the governance of data
security and privacy protection, strictly complying with
applicable laws and regulations including Cybersecurity Law of
the People s Republic of China, Data Security Law of the People s
Republic of China, Personal Information Protection Law of the
People’s Republic of China, Regulations on Network Data
Security Management, Information Security Technology—
Personal Information Security Specification, Administrative
Measures for Information Technology of Securities Investment
Fund Institutions, Administrative Measures for Network and
Information Security in the Securities and Futures Industry,
Guidelines for Data Security Management and Protection in the
Securities and Futures Industry, Guidelines for Data
Classification and Grading in the Securities and Futures Industry,
Security Specifications for Mobile Internet Applications in the
Securities and Futures Industry, and Technical Specification for
Protection of Personal Financial Information. The Company
continuously advances its data security and privacy protection
framework while strengthening network and information security

safeguards to protect the rights of personal information subjects.
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I. Management Structure
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The Company has established a comprehensive data security
management framework to safeguard corporate data security,
which specifically includes Data Security Decision-Making Body,
Data Security Management Body, and Data Security Execution
Body.
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Table: CICC Data Security Management Framework
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The IT Governance Committee is the data security
decision-making body of the Company. The committee is
chaired by a member of the Company’s Management

Committee overseeing IT, with the CIO as Executive
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Responsibilities

Chair. The IT Governance Committee is responsible for
reviewing and making decisions on major issues
pertaining to the Company's data security initiatives,
while also exercising supervisory oversight to ensure the

effective execution of data security-related operations.
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The IT Department is the data security management body
of the Company, and is responsible for the overall data

security management efforts of the Company.
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All departments are execution bodies of data security, and
are responsible for integrating data security requirements
into departmental policies and promoting the execution of
data security management protocols within the

department.
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II. Management System
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The Company continuously advances its data security
regulatory framework through formally established policies
including China International Capital Corporation Limited Data
Security Management Implementation Rules, China International
Capital Corporation Limited Data Classification and Grading
Management  Guidelines, China International  Capital
Corporation Limited Data Access Rights Management
Guidelines, China International Capital Corporation Limited
Data Lifecycle Management Guidelines, and China International
Capital Corporation Limited Data Desensitization Management
Guidelines. These foundational documents apply uniformly to all
Company departments, domestic and overseas subsidiaries, and

branch offices effectively controlled by CICC. They primarily



standardize the security management throughout the entire data
lifecycle, aiming to clarify the fundamental requirements and
control measures for the Company’s data security.
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The Company’s primary online client-facing applications
maintain publicly accessible privacy policies with explicit client
notifications, including CICC JINHE Privacy Policy, CICC
Stock App Privacy Agreement, CICC Research Institute Service
Platform Privacy Policy, CICC Torch Privacy Policy, CICC
Capital Club Privacy Policy, CICC FICC (Fixed Income,
Currencies & Commodities) App Privacy Policy, CICC Insights
Digital Investment Research Platform Privacy Policy, CICC Link
TradeLink Mini-Program Privacy Policy, along with privacy
policies for the CICC Insights Japanese Site, CICC Insights
International Site, and CICC Insights U.S. Site.
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A. Integrated Proactive and Reactive Data Security

Protection Measures
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1. Establishing Security Foundations through Proactive

Measures
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The Company has established a cybersecurity and
information security protection system based on the principle of
“Security First, Prevention Foremost; Proactive Defense,
Comprehensive Safeguarding.” This multi-layered framework
implements security measures including network segmentation,
user authentication, access control, policy management, data
encryption, tamper-proof network mechanisms, virus/Trojan
prevention, intrusion detection systems, and network security
posture awareness—collectively enhancing cybersecurity

capabilities to promptly identify and block network attacks.
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Comprehensive security controls are implemented across all
domains of the Company, including but not limited to: personnel
security management, data security management, access control
management, cryptographic security management, physical
environment security management, hardware device security
management, network security management, system security
management, configuration management, log management with
clock synchronization, threat intelligence management, malware
control, endpoint security management, external security
management, emergency management, security compliance,
security  inspection/assessment, and network  security
classification protection.
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2. Executing Reactive Measures for Emergency

Handling and Assurance
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The Company has established an emergency management
organizational structure, identified critical business functions and
their recovery objectives, developed contingency plans, and
actively carried out emergency drills as well as the evaluation and
improvement of information technology emergency management.
An alert response team has been set up to promptly report alarm
information, coordinate and organize personnel for analysis,
judgment, and emergency response efforts.
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The Company systematically develops and continuously
enhances  information technology  contingency  plans
encompassing emergency management objectives, backup
system construction and recovery mechanisms, data restoration
protocols, business continuity or alternative measures, emergency
contact procedures, client communication channels, reporting
pathways to regulators and relevant entities, along with disclosure
and update mechanisms for contingency plans. The Company

regularly conducts IT emergency drills for key personnel in



accordance with its contingency plans.
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The Company has established an information technology
emergency response mechanism and a graded response system
for cybersecurity incidents. Internal handling procedures have
been clearly defined to ensure timely incident containment and
swift restoration of normal information system operations.
Incident scenes and relevant evidence are preserved in
accordance with regulatory requirements, while emergency
reporting is carried out as stipulated by supervisory provisions. In
the event that a cybersecurity incident has affected clients, the
Company shall promptly notify affected parties through effective
channels such as its official website, trading terminals, phone
calls, or emails, informing them of available alternative methods
or contingency measures, and alerting them to potential risks to

facilitate prevention and response.
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B. Data Access Control and Protection
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The Company has established comprehensive data security
protocols and implemented technical safeguards to prevent
unauthorized access or modification of client personal
information, thereby mitigating risks of data leakage, tampering,
or loss.
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The Company classifies and tiers data according to its
importance and sensitivity, imposing stringent controls on the
processing of highly critical and sensitive data. It has established
differentiated authorization and approval procedures for sensitive
versus non-sensitive data, with regular audits conducted to ensure

compliance. Data access control follows the principles of “least
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functionality and minimum privilege,” granting employees only
the minimal permissions necessary to perform their job duties and
meet actual business requirements. Technically, the Company
implements two-factor authentication and deploys network-level
security measures—including intrusion detection systems,
intrusion prevention systems, and firewalls—to effectively
enforce access control management.
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The Company has established a comprehensive data
desensitization framework and process governance system,
enabling centralized online management of desensitization
activities from production to testing environments. When
handling sensitive data, masking and other anonymization
techniques are applied to protect information, accompanied by
strict measures to prevent unauthorized copying and end-to-end
auditing of data usage. Furthermore, the Company has
implemented a data security control platform and a dedicated data

desensitization platform. These systems leverage technical
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measures such as data encryption, desensitization, de-
identification, operation logging, and digital watermarking to
strengthen overall data security protection.
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C. Employee and Outsourced Personnel Management

and Training
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The Company prioritizes training and assessment
management for data security and privacy protection,
comprehensively covering all personnel including full-time
employees and outsourced staff.
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The Company regularly organizes specialized training
sessions on data security fundamentals for its employees, while
also offering additional courses in cybersecurity and information
security to enhance employees’ awareness in network and
information security.
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All outsourced personnel are required to sign the “Nine

B
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Bottom Lines” commitment and a work agreement in accordance
with relevant laws, regulations, supervisory requirements, and
company policies before onboarding. They must also participate
in pre-entry training, which covers topics related to network and
information security. Throughout the engagement, the Company
adheres to the principles of ‘“need-to-know” and ‘“minimum
privilege” by granting outsourced staff only the minimum
necessary access rights relevant to their roles. Additionally, the
Company monitors and supervises the implementation of
confidentiality agreements by these personnel.
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D. Supplier Security Management
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The Company actively promotes data security management

among its suppliers. Procurement contracts explicitly require
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suppliers to maintain strict confidentiality of any business
information, documents, materials, data, customer details, or
other non-public information obtained during collaboration. For
information technology suppliers, additional obligations are
imposed to ensure that all provided software or technical services
comply with laws and regulations concerning cybersecurity, data
security, and personal information protection, as well as adhere to
national and securities and futures industry-specific technical
management regulations, technical rules, guidelines, and
standards related to network and information security.
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E. Certifications and Defense Mechanisms

A 1S027001 5 R Z 2% AR IAE, B&
FaNEE RERBERERZAIT L. MK, BERFH
100% 5. 4 M T RARR W, H 8 ROEALAR By B E
HhH

CICC maintains ISO 27001 Information Security
Management System certification, covering 100% of the business
operations within its IT Department, including system
development, testing, and maintenance. Annual internal audits
are conducted alongside external surveillance audits by
certification bodies.
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The Company prioritizes data management and security, and
has achieved Level 3 certification under the Data Management
Capability Maturity Assessment Model (DCMM) and obtained
the Data Security Construction Capability (DSCC) certification.
Building upon these, CICC continuously enhances data
governance frameworks, while consistently refining data security
policies and procedures.
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The Company has established a 1.5-line defense
management system for information technology, enabling end-to-
end risk management covering pre-event, in-process, and post-
event phases. It conducts regular specialized risk assessments in
key areas to proactively identify and address IT risk exposures.
The Company has developed and continues to refine
comprehensive information technology risk management policies,
strengthening the full lifecycle management of IT risks—
including identification, assessment, mitigation, tracking, and

monitoring.
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In compliance with Basic Standards for Enterprise Internal
Control and 1its supporting guidelines, other regulatory
requirements on internal control, internal and external regulations
including Administrative Measures for Information Technology of
Securities Investment Fund Institutions, and Information
Tlechnology Internal Audit Guidelines of China International
Capital Corporation Limited, the Company has hired qualified
accounting firms to conduct annual internal control audits, which
include coverage of information technology-related areas. It also
carries out regular external specialized IT audits and internal I'T
audits covering fields such as information technology security
management. Through these audits, the Company focuses on both
revealing issues (the “first half” of the audit process) and
implementing corrective actions (the “second half” of the audit

process), thereby continuously improving the management of
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information technology in relevant domains.
M. ZFRMARIPEERER
IV. Customer Privacy Protection Management Measures
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The Company strictly complies with laws, regulations, and
standards such as the Personal Information Protection Law of the
People’s Republic of China and the Information Security
Technology—Personal Information Security Specification. In the
privacy policies of all customer-facing products, the Company
clearly defines management protocols for handling customer
information at every stage of business operations to ensure the
security of customers’ personal data.
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A.Processing of Customer Personal Information
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The Company collects and uses customers’ personal

information in strict accordance with the principles of
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“Alignment of Authority and Responsibility, Purpose
Specification, Informed Consent, Minimum Necessary, Ensured
Security, Stakeholder Engagement, and Openness and
Transparency.” All processing activities are conducted within the
purpose, methods, and scope explicitly stated and communicated
in the privacy policies of the Company’s various products and
services. The Company does not collect or use personal
information beyond the declared scope, nor does it gather any
personal data unnecessary for the provision of its services.
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The Company maintains strict confidentiality of customers’
personal information. In circumstances where it is necessary to
provide such information to external parties, the Company shall
conduct thorough assessments to ensure the legality, legitimacy,
and necessity of such actions, and strictly comply with applicable

laws, regulations, regulatory requirements, and contractual
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agreements to safeguard the security of customers’ personal
information. In scenarios involving entrusted processing of
personal information, the Company shall sign legally compliant
data processing agreements with entrusted parties, clearly
defining the rights and obligations of each party, and monitor the
personal information handling activities of these entrusted
entities to ensure compliance. In cases of joint processing of
personal information, the Company shall enter into agreements
with partners in accordance with legal provisions, specifying
respective rights and responsibilities, to ensure that all parties
involved adhere to relevant laws and regulations throughout the
processing of personal data.
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The Company stores customers’ personal information in
accordance with the methods and retention periods stipulated by
laws, regulations, regulatory requirements, internal company
policies, and contractual agreements. For any personal
information that exceeds the aforementioned retention period, the
Company shall, within a reasonable timeframe and in compliance

with applicable laws, delete or anonymize the retained customer
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personal information.
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B. Customer Rights Empowerment
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The Company values its customers’ ability to manage their
personal information and makes every effort to safeguard their
rights to access, copy, modify, delete, and withdraw consent for
their personal data, thereby empowering them to protect their
privacy and security.
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Customers may inquire about and correct their registered
personal information through designated channels. The Company
retains personal information only for the period necessary to
provide services to customers and within the time limits

stipulated by applicable laws. If the retention of customer
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personal information exceeds the statutory or agreed storage
periods specified by laws, regulations, regulatory requirements,
internal company policies, or contractual agreements, or if
specific scenarios outlined in policy statements occur, the
Company will delete or anonymize such information. Customers
may contact the Company through the contact methods specified
in the privacy policy to modify the scope of consent or withdraw
authorization. Upon withdrawal of authorization, the Company
will cease collecting the relevant personal information.
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The Company provides accessible channels for reviewing its
privacy policies, guidelines on exercising personal information
rights, and multiple contact methods such as hotlines and email
addresses for customers to reach out at any time. For detailed
information regarding relevant rights, customers may refer to the
privacy policies published for the Company’s various products
and services.
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C. Product and Service Development Standards
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The Company ensures the security of customers’ personal
information throughout the development of its products and
services by promptly updating privacy policies, establishing
relevant information security regulations, and implementing
technical safeguards. Specific measures include the use of de-
identification techniques for data desensitization, Transport Layer
Security (TLS) protocols, data isolation technologies, and data
classification-based access control, all aimed at rigorously

protecting personal information.
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